18 Blog Eighteen The Myth Buster
Do you remember the first days of CQC?

Carpets that killed, soft toys that would poison our patients. Do you remember the jobsworths who came around telling us that that MRSA had impregnated every curtain in primary care and that toddlers risked strangulation from tie wearing GPs? Miasmic loads of myth and misinformation were dumped into the NHS psyche via the, at the time, new regulator of Healthcare for England. The devolved nations looked on aghast at the deluge of drivel, rubbish and nonsense being spouted by the legion inspectors. 

Its taken years to unravel, even now the full damage of CQC’s first forays haven’t been fully repaired despite resorting to writing a catalogue of their own Myth busting pages, an indictment of their first rounds of inspections if ever there was one.

Well its not going to happen in GDPR, not if I can help it.

As everyone knows GDPR doesn’t come in for another 27, 17, 10 days, our own UK specific derogations are not yet even decided or agreed. Yet despite that there are myths and misunderstandings beginning to surface already.
This blog is the equivalent of the CQC Mythbusters.

One of the purposes for writing these blogs has been to prevent myth, rumour and misinterpretation from gaining traction. Far better to nip it in the bud……

This myth buster will evolve so you’ll need to check back, maybe weekly, to keep abreast of the latest nonsense rebuttal.

How will I know if new things have been added?

In the Dropbox click on the Modified column and then select Descending. It’ll rearrange the list so that the most recently modified files will come to the top. If you see “18 Blog Eighteen Remember the mythical CQC” anywhere near the top you had better come have another look. I’ll also put a revision date in the title.
Alternatively, if you’ve saved you own local copy you can compare the dates. Anyway, if you’ve been able to open this file you’ll know how to get there.

New bits at the end.

As with any evolving document new bits will be added to the end, there’s no indexing or referencing. I’ll add everything, no matter what the subject, importance or relevance to the end. 

So lets start

The first and commonest myth I’m hearing being peddled is
Myth One

A partner in a practice “May not” be a DPO.

Yep, seen this in a lawyer’s presentation to a large regional LMC’s special GDPR event. In the slide pack, clear as day; after describing the role of a DPO, the slide continues with a DPO “May not therefore be a Partner”. 

I have a blog on the DPO role; 3 Blog 3 Data Protection Officers. 
In it I explain why it is that far from an unacceptable role for a partner in a general practice; in fact, the cares, responsibilities, motivation, drivers, aims and ethos of a partner align very well with those of the DPO. GDPR is about protecting data and GPs have always operated from a default position of protection. In many respects a partner will be probably best placed to be the DPO. Practice managers may well feel intimidated by the legal responsibilities. Many partners are already their practice’s Caldecott Guardians and CQC registered managers so adding the DPO role will be a natural extension of their place in the practice.

They’re not conflicted anyway

For PMS practices no single partner can be the sole data controller and for GMS practices the practice partnership is the data controller so an individual partner cannot ever wholly control processing. The only exception to this is with a single hander, see my blog for more.
You can see the vultures gathering

The last thing we want is a cottage industry of experts preying on the paranoia of untruths being spread by those that gain from lucrative contracts to provide DPO services. Yes the last slide of that lawyers presentation was one with contact details should any practice want to talk to them about being their DPO………….
DPOs are expected to have a knowledge of their environment, partners have been immersed in the ways and wonders of the NHS and will have a far better base understanding of how healthcare works than any external opportunist, whose expertise may well have come from reading blogs like this. 
There are no experts out there

Everyone is going to have to get up to speed and partners in practices have an intrinsic head start, far better than a management consultant with time on his hands or a solicitor in a conveyancing lull.
Neither do I mind being the first to point out in public that many of those telling us we can’t have partners as DPOs are flogging their DPO services and stand to gain from it. 

The NHS agrees.

NHS England have incorporated DPO support services into the addendum to the GP IT Operating framework, the specification that CCGs must provide via their IT support arrangements for NHS GPs. They wouldn’t be agreeing to this if they didn’t think practices were up to it. 

Anyway, I could go on for pages and pages but who cares what I think? 

The bottom line is,
That the ICO agrees.
The Office of the Information Commissioner has agreed with myself as IT Policy Lead for the GPC, and following legal advice sought by the BMA, that no one can say a partner cannot be a practice’s DPO. Indeed my interpretation of the ICO’s statement (provided specifically for this blog,) is exactly the opposite, it is clear that a partner can be the DPO.

Obviously single handers are a bit of a problem and the mega partnerships with singe number partners employing hundreds of slave employee GPs are also in a difficult place but for most average NHS practices it will be perfectly reasonable for a partner to be the practice DPO.  
The ICO gave me this quote when asked specifically if a Partner can be a DPO

“As each practice is likely to have its own specific organisational structure, the decision will be a case by case one and what is appropriate in some practices may not be in others. It’s therefore important for practices to clearly record their decisions about DPO appointment, particularly where there is any doubt as to whether a conflict exists.”

So the ICO did not say a partner cannot be a DPO.

I repeat

The ICO did not say a partner cannot be a DPO.

What she did say is that the decision to appoint should be clearly recorded, as I do in my earlier Blog (page 9).

I would add

In addition to this I would add some additional caveats; that the partner’s role must be clearly defined and understood and their actions within the practice clearly recorded. My blog on DPO’s details all the things that the practice must provide for their DPO, see Q11 on page 6. We’ve already mentioned the decision to appoint a partner should be clearly recorded, as it should whoever is designated as the DPO. It would be sensible to have a paragraph in the partnership agreement regarding the role and at any partnership or practice meetings or any time any processing decision is made the notes or minutes should clearly record the DPO’s contributions.

So for the record and I’m happy for anyone to challenge me on this
A partner in an NHS general practice could have the role of the Data Protection Officer. 

I say so.                          The BMA says so.                     The ICO dissents not.
Myth Two

Practices are going to have to be doing hundreds of Data Privacy Impact Assesments.

I have a blog on this as well, 13 Blog Thirteen Data Privacy Impact Assesments.
Without wanting to repeat the blog, a DPIA is a formal submission to the ICO. It’s a proscribed request for advice about a significant and problematic processing issue. The ICO has a legal responsibility to respond within a legally bound timeframe. So, a formal DPIA is not a nil consequence action, for them nor you. GDPR is about getting entities to think and protect data themselves and only expects them to need to refer to higher authorities rarely, that’s why you have a DPO acting as the “local ICO”. 
“at scale”

Furthermore, the need for a DPIA is only triggered if the “at large scale” threshold is met and it must be met in every case. You are not supposed to submit a DPIA unless it involves processing of data “at large scale”. So, a practice deciding to change its core clinical computer system and move possibly 20 or more years of data on tens of thousands of patients to a new server, that’s reasonably “at large scale”. A practice deciding whether or not to share records of 100 patients in a risk stratification exercise, that’s not “at scale”.  The privacy implications of both will need to be carefully assessed but only the first is likely to need to lead to a formal DPIA submission to the ICO.
That’s why there’s “think DPIA” as distinct from do DPIA.

How often do you change computer system? So, the reality is that most practices will rarely need to undertake a formal DPIA submission to the ICO. However, as my blog points out, repeatedly, that is not the same as not considering whether one is needed.
Myth Three

Solicitors demanding that we send them reports and copies of records on encrypted CDs.

Again, this message comes with the backing of the ICO. The NHS, to protect itself from hacking, viruses, Trojans and other cyber threats has a general policy of disabling CD readers and USB ports. It’s therefore quite difficult for a GP to create a CD let alone an encrypted one. The ICO accepts that in the light of this limitation this solicitor’s demand can’t be met. 
The point is that when one soon to be Data Controller (the solicitor) requests that the existing data controller (the GP) sends them personal data, it is for both DCs to mutually agree how it will happen. One cannot demand how the other behaves. 

In this case, if you can’t create what’s being asked you need another method and recorded delivery of paper copies might work very well?
Remember my Blog on SARs and TSARs, when receiving a request from a solicitor it is critical to determine what the request is for. If it’s for a SAR or TSAR then no fee can normally be charged. If it’s for any other report or extract, for instance to look into the possibility of a claim, it’s a chargeable action, which is where the cost of the recorded delivery will come in, or rather from.   

Remember solicitors are bound by GDPR and professional rules, they can’t ask for everything when they know its about what happened in May to July 2013.
Myth Four
You can’t have patient’s names displayed on waiting room video screens, the sort you use to call patients to their appointments

What?

Yep, this has been brought to my attention. If you want Mrs Smith to come to your consulting room you can’t splash their name across the latest flu campaign video from PHE on that screen in your waiting room, so says a solicitor in the west. 

And I’ve heard others, nursing homes that are considering taking the nameplates off the doors to their rooms.
Apart from the blindingly obvious like how can we treat patients that we can’t identify? Is GDPR going just a bit too far?
No, not GDPR, but those that attempt to interpret it.

But its an interesting issue. GPs process data without consent under the “exercise of official authority”. Recital 69 and Article 12 allow DSs to object to such processing even under the exercise of official authority; “a data subject should, nevertheless, be entitled to object to the processing of any personal data relating to his or her particular situation”.

So how do we square that one? We have the right go ahead and they have the right to stop it.

The answer lies in “his or her particular situation”.

Yes, we have the right to process on mass data from many DSs and that is the default lawful position, as it were the “implied consent” position, within that blanket overall position individuals are allowed to opt out or object. So the individual may object for specific personal reasons and as long as it does no harm to any others, their objection should ordinarily be upheld.

So how would that work in these examples?

Well we can’t operate a patient call display screen without using something to identify the patient. Most will not object to being called using their names. A few may. For these few you should find a new way to identify them on your call system that avoids them being identified, or at least satisfies them that they are not being identified.

So you might agree that objecting patient should in future be identified as “the person in the blue hat”, or you might use a code number, or a certain phrase. All of these are possible and allowable, and indeed encouraged by GDPR because….

“It should be for the controller to demonstrate that its compelling legitimate interest overrides the interests or the fundamental rights and freedoms of the data subject.” 

In other words, unless the GP can demonstrate that using an alternative to their name, for one patient, is going to have an adverse effect on the entire function of their practice, they must comply.

Is using “the lady in the blue hat” likely to damage other patients?

No.

Ergo, the solicitor in the West was partly right, but perhaps a bit to enthusiastic. 

Personally, I’ll be suggesting to Mrs Smith who doesn’t want to be identified as Mrs Smith that they follow in the footsteps of the Legendary Prince, and allow me to know them in future as “the patient formerly known as Mrs……” 

Myth Five
We’ve received a letter from a local Trust telling us we need to send them a contract because we are “…a data processor on their behalf.”. 

What nonsense!

But maybe widespread, I’ve seen two, so they do exist.

Why are they sending these letters?

Because they don’t understand GDPR.

What are they getting wrong?

Article 28.

What does Article 28 say?

Article 28 is the Article dealing with the relationship between Data Controllers and their Data Processors (DPs), where the DPs are different undertakings.

What does Article 28 say?

See my blog on contracts.

How are they getting it wrong?

These Trusts are confusing being a data processor with processing data. Yes, as a practice who’s patients are being treated by the Trust you are receiving data sent to you by the Trust about your patients (OPD letters, discharge summaries, results and reports etc) and you process that data by entering all or part of it onto your filing systems, that does not make you their data processor. 
No more than if I send you my mobile number that makes you my partner.
Receiving data from a source does not make you source “A”’s DP. 

A DP takes data from a DC and subject to a contract does things to the data and will then, again subject to that contract, hand back the results of that processing to the DC.

When a Trust sends you a letter about a patient its part of direct care, not subject to a contract, and you don’t then translate it into Aramaic or perform any risk analysis before sending it back to them. You file it. Your filing it is not processing anything on the Trusts behalf. 
Indeed, if its one of those incomprehensible, illegible and totally useless handwritten TTOs slips, you may not even file it, its destined for the shredder and a shredder is not a filing system under GDPR. Ergo you’re not even actually processing the data, hurrah!

What should we do if we get these letters?
If you are feeling generous write them an e-mail explaining how they’ve misinterpreted Article 28.

If you’re not, cut copy and paste this section and e-mail it to them along with a sarcastic comment about the competence of their DPO.

If you’re having a really bad day, go to the padded room and take 5 ripping the letter to shreds whilst screaming “thank heavens for PC!”.

Mythissive Six
Well not so much of a myth more a dismissive missive. I have heard of a CCG that has appointed a DPO to act for the practices in its area. I have been asked is this OK. I have answered. I think it helpful if I shared that answer. It is a short one. It consists of a single word followed by a full stop. The answer is No. 

No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. 

No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. No. 
No.

In my opinion this is so barn door its actually quite worrying that anyone would ever agree to it. I do hope, whoever they are, because I don’t know who exactly it is, that they rapidly reassess their decision. 

Lets shake that logic tree and see what falls out.

A DPO cannot be conflicted. We know this.
They must not be able to influence processing. Indeed.
A CCG holds the contracts with it’s practices. Don’t we know it.
So that’s an immediately unbalanced relationship; a single practice vs a CCG.

The contracts that the CCG holds with its practices explicitly determine aspects of the processing that the practices must do, not only generally but in many areas down to the actual codes they will record, in what circumstances, and, wait for it, what payment such processing activity will attract.

(Hey payment for coding, no conflict there).
So that contract between the CCG and the practice is absolutely a ‘determination of purposes and means of processing’. 

If such a contractual relationship between the practice and the CCG doesn’t amount to an unavoidable conflict, then I’m Ian Hislop’s banana.  
But hey ho, don’t ask me, ask the European Working Party 29 whose job has been to translate GDPR into common parlance and examples.
So what do they say?

Well on the issue of conflict they say, “This entails in particular that the DPO cannot hold a position within the organisation that leads him or her to determine the purposes and the means of the processing of personal data.”

But in this situation the DPO is not within the organisation i.e. the practice, they are in the CCG, the organisation that holds the practice’s contract. 
Its just mind boggling.

So, your DPO is in the organisation that has you, to put it frankly, by the short and curlies. 

The organisation that can terminate your contract, also hosts your DPO?

Pinch me this must be a dream?

But no this is no dream, and so we continue with the EU WP Guidance, “Due to the specific organisational structure in each organisation, this has to be considered case by case.”

Well Ok 
Considering this case by case, in this case, for each practice, their DPO, isn’t in their organisation, he’s in the organisation that pays them each month.

According to a contract

That specifies, amongst everything else, how they process data.

Back from La La Land and to specific EU WP examples
The EU WP continues in the same paragraph, by providing specific examples, “As a rule of thumb, conflicting positions within the organisation may include senior management positions (such as chief executive, chief operating, chief financial, chief medical officer, head of marketing department, head of Human Resources or head of IT departments)”

But it also recognises that even people lower down can have influence on processing, “but also other roles lower down in the organisational structure if such positions or roles lead to the determination of purposes and means of processing.”

But why stop there?
Forget what I think

Forget what the EU Working Party thinks

Do we have any other guidance closer to home?

Well we do, the Information Governance Alliance.
Who are they?

Well you can look them up, here.

So what do they say, do they have any specific comments?

Well yes, in their guidance they say; “So positions that involve the authorising or commissioning of IT or manual records management systems are likely to meet the criteria for determining the purposes and the means of processing.”

So, it seems they’d agree as well.

I suppose in a perfect world.

I suppose in a perfect world where you trusted your CCG implicitly it might be possible to construct a position within the CCG that was totally impartial, totally independent, totally free to act as the DPO, something that the practices could absolutely rely upon for fair balanced and unbiased DPO advice. 
But is the NHS a perfect world?

I’ll leave you to answer that.

And remember the statement provided for me by the ICO, basically you can designate whoever you like as your DPO but not if their position “results in their having to manage competing objectives that could result in data protection taking a secondary role to business interests”.

And finally
“It’s therefore important for practices to clearly record their decisions about DPO appointment, particularly where there is any doubt as to whether a conflict exists.”

I’ll look forward to reading those justifications.

And that’s probably enough for now. 
Dr Paul Cundy
GPC IT Policy Lead
GMC 2582641
25th May 2018

1) Full statement from the ICO. ““Many GP practices will need to appoint a Data Protection Officer (DPO). At this point questions might arise about whether certain internal roles could be appointed, or whether that would result in a conflict of interests. The GDPR says that you can assign further tasks and duties to your DPO, as long as they don’t result in a conflict of interests with their primary DPO tasks. This means that your DPO can’t hold a position in the practice that leads him or her to make decisions about the processing of personal data in the practice, or results in their having to manage competing objectives that could result in data protection taking a secondary role to business interests. As each practice is likely to have its own specific organisational structure, the decision will be a case by case one and what is appropriate in some practices may not be in others. It’s therefore important for practices to clearly record their decisions about DPO appointment, particularly where there is any doubt as to whether a conflict exists.”

2) BMA Guidance on GDPR, March 2018, bottom page 9
