7b Blog Seven B SARs and TSARs, part three, requests can be verbal.
Part 3
If you’ve read the Subject Access Requests, SARS and TSARs blog and supplement “A” here’s some more to add to the memory banks. 
SAR requests can be verbal
What?

SAR requests can be verbal?
Yes, a Subject Access Request can be delivered verbally.

Well that’s a whole different ballgame

Indeed. Under the old DPA SARs had to be in writing. That made them pretty easy to spot. No such stipulation exists under GDPR. 

And it gets worse

As the ICO says “A request does not have to include the phrase 'subject access request' or Article 15 of the GDPR” or the words copy or record or notes or consultations or data or even personal. 

Any contact from the DS that is intended to act as a SAR, is a SAR.

All the DS must do is to make it clear that they are asking for their own personal data. If that’s what they are doing that’s a SAR.
So, any communication from the DS could represent a SAR?

Yes. A telephone message, a letter, a comment passed over the reception room desk, an e-mail. These could all represent SARs.
Yes

And the inarticulate?

Their rights are equal, “I wanna copy innit” shouted down the phone at your work experience student nurse is as equally a SAR as is the formal request quoting Articles 12 to 15 of GDPR on gold embossed letter head signed in Parker ink and received in a lined envelope.  

A bit of an understatement 
As the ICO continues, “This presents a challenge as any of your employees could receive a valid request”.
And

Under GDPR you have a legal responsibility to respond to any SAR or TSAR request, as detailed in the original Blog 7. That responsibility includes time frames and legally proscribed content.

Therefore

You need to be able to spot the incoming SARs. 

You need to think about what communication channels a SAR could arrive via? The tangible ones would be paper or written communications, but via e-mail, via a comment on your practice web site, a comment on your practice Facebook page, a fax. All of these represent routes by which a SAR might be delivered.

Then of course there’s the verbal ones. How many ways are there for patients to interact with the practice by word of mouth? 

DS to Doctor, DS to Nurse, DS to HCA, DS to Counsellor, DS PA, DS to PM, DS to receptionist, DS to telephonist, DS to trainee(s), basically DS to anything you employ or that is demonstrably part of your organisation.
As the ICO understates again

“Therefore you may need to consider which of your staff who regularly interact with individuals may need specific training to identify a request.” I’d say its not a might, it’s a must, everyone needs to understand this and to trained to spot that SAR.
So what happens if a SAR comes in and we don’t recognise it and they complain?

Well if a SAR was delivered and you didn’t recognise it and you didn’t respond then you’d be guilty of failing to comply with GDPR. 

However

Knowing the ICO I think they’d likely be reasonable and would first of all want proof from the DS that the SAR was actually made. No proof it was ever made, no failure to respond, no problem. If it was made by smoke signal on a blustery day from a fire downwind of your practice, perhaps some room for latitude, a could try better and now process the SAR. If it was made as that formal request quoting Articles 12 to 15 of GDPR on gold embossed letter head signed in Parker ink and received in a lined envelope, then you are bang to rights.  Likewise a first failure might be tolerated but persistently failing to identify SARs is likely to be considered a problem.
So what can we do to avoid things getting messy?
I think firstly make sure everyone understands the above. 

Train staff to seek clarification……..

Make sure that if there is any doubt, the “I wanna copy innit” shouted request needs to be clarified, go back to the DS and make sure with 100% certainty that they are asking for a SAR. That’s when you can start introducing words like GDPR, Article 12 etc. 

DS, “I wanna copy innit”

Receptionist, “I understand, I’d like to be of assistance. May I clarify that you are asking for a copy of your records?”

DS, “yeah toss pot, whatever”

Receptionist, “so I can confirm that you’d like a copy of the data we hold on you? You want a copy of your records?”
DS, “as if you’ve not really listened, y’ dissin me?”

Receptionist, “No madam, certainly not, I have no intention of creating that impression, but I do need to clarify that you are making a Subject Access request under the General Data Protection regulations. Now that we are clear I can confirm I’ve noted your request and we will respond to it within 28 calendar days. Is there anything else I can help you with today?”

DS, “whatever”

So if there is any doubt about a SAR, confirm with the DS exactly what they are asking for. That then very neatly leads into the “are actually asking for a full SAR or a TSAR conversation”.

It doesn’t have to be the first person they speak to. Receptionist 1 could take the call and then receptionist 2 could ring the DS back to seek clarification. However note the final point in this blog about delays and clarifications.

Other ways to make it clear?

You could have a poster in the waiting room explaining how to make a SAR, suggesting some guiding words or tips about being clear what the DS is asking for.

And elsewhere

On the practice web site or Facebook page you could have an icon

or a form or a downloadable document or prepopulated message; click here to submit your SAR. E-mail links could have a standardised subject header.   
Again in the words of the ICO

“Recital 59 of the GDPR recommends that organisations ‘provide means for requests to be made electronically, especially where personal data are processed by electronic means’. You should therefore consider designing a subject access form that individuals can complete and submit to you electronically.”
And finally
Now that you’ve made sure all the SARs are identified, I’d suggest you have a common policy for registering all those SARs so that they all funnel through the same procedure and none get lost, maybe set up a standard form, you could call it a “Capture Request Action Proforma” that everyone uses to document the request. This will be regarded by the ICO as good practice, its not obligatory but common sense dictates it a sensible approach. The CRAP form could be a spreadsheet accessible to anyone in a shared directory on the network where they simply and quickly record all the essential details of the request. I’ve prepared one for you already.
An advantage of a common SAR approach

Is that it allows you to get stuck straight into the conversation about exactly how much or what bits of the data we hold, they want. 

Now a word of caution, clarify but don’t delay
Providing a set of forms or standard request documentation must not be used to constrain the DS’s right to make a request by any means they see fit nor by making them go back to another place to re-submit the request may the DC use this as a means to extend response deadlines. You can ask the DS to complete a form to provide more information for the SAR but the completed form is not the original request. So, if you pick up a garbled message on an answerphone on a Thursday morning timed at 11:58 the previous Monday night, and you subsequently clarify that it was madam “innit” again, her request is considered to have been submitted on the Monday. 
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